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	Reason for change:
	The test case lacks best practice requirements and precise language concerning the hashing of sensitive data.
It should be explicitely required to use a state-of-the-art/non–broken (and) cryptographic hash algorithm since hash algorithm is a broad term and therefore broken and/or non-cryptographic hash algorithms could be used, which is not sufficient for storing sensitive data.
It is also best practice to apply a unique salt to every record while hashing.

	
	

	Summary of change:
	Add the terms “state-of-the-art”, “cryptographic” and “with unique salt per record” to hash algorithm requirement, purpose and expected results.
Add checks for correct and salted cryptographic hashing.
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	A data leak would lead to disclosure of sensitive data if a broken or non cryptographic hash algorithm is used. If no salt is used one broken record would lead to disclosure of all other records with the same value. 
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Requirement Name: Protecting data and information in storage
Requirement Description:
For sensitive data in (persistent or temporary) storage read access rights shall be restricted. Files of a system that are needed for the functionality shall be protected against manipulation.
In addition, the following rules apply for: 
-	Systems that need access to identification and authentication data in the clear, e.g. in order to perform an authentication. Such systems shall not store this data in the clear, but scramble or encrypt it by implementation-specific means.
-	Systems that do not need access to sensitive data (e.g. user passwords) in the clear. Such systems shall hash this sensitive data with a state-of-the-art (non-broken) cryptographic hash algorithm and unique salt per record.
-	Stored files on the network product: examples for protection against manipulation are the use of checksum or cryptographic methods.
Security Objective references: tba
Test case: 
Test Name: TC_PSW_STOR_SUPPORT
Purpose:
Verify that Password storage uses a state-of-the-art, one-way cryptographic hash algorithm with a unique salt per record.
Procedure and execution steps:
Pre-Conditions:
-	The tester can access the storage of own user account password. 
-	The tester has privileges to change the password.
-	The original password is P1.
-	New passwords are represented by the variable P2.
Execution Steps
1.	The tester accesses the storage where the result of P1 is, and the corresponding hash value is recorded as A
2.	The tester changes the password with P2 which has a length different from P1, then the tester records the storage hash value of the new password as B
3.	The tester repeats the step 2 to get other records.
4. 	The tester verifies whether all the records comply with the characteristics of a salted one-way cryptographic hash result. The tester verifies at least:
	a. If P1 and P2 are different passwords, A and B are different hash values.
	b. P2 is not recoverable from hash value B.
	c. The bit length of the hash values is fixed and independent from the password length.
	d. If P1 and P2 are the same password, A and B are different hash values caused by the use of different salts per record.
Expected Results:
All records comply with the characteristic of a salted, state-of-the-art one-way cryptographic hash result.
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot containing the operation results.
********** END OF CHANGE **********


